Mathematics 3530 Spring 2000
Lab 3

1 Purpose

It is purpose of this lab to use GAP to explore an application of cyclic groups and modular arithmetic. For
this lab you will need to recall that if a1, as,b1,b2 € Z and n € N, such that

a1 =ay (mod n)

and
b1 =by (mod n),
then
a1 +b;y =az+by (modn)
and

ai - bl = a9 - bQ (HlOd n)

Further, recall for a,b € Z, then a =b (mod n) if and only if there exists k € Z such that a = b+ kn if
and only if p divides a — b.

Finally, @ mod n is defined to be the unique non-negative integer less than n which is congruent to a
modulo n.

2 A little number theory

2.1 The Euler ¢ function
As discussed in class, the Euler ¢ function is defined as follows: If n is a natural number,
d(n) = |{k:1 <k <n,ged(k,n) = 1}.

It is a simple matter to compute ¢(n) if n is a small number. Also, if p is a prime number, ¢(p) can be
directly computed, for

{k:lngp7ng(k7p):1} = {172""’1)_1}
Hence ¢(p) = p— 1. If a is a positive integer,

{k:1 <k <2%ged(k,2%) =1} = {1,2,...,2%} —{2,4,6,...,2%}
= {1,2,...,29}—{1-2,2-2,3-2,...2°71 .2}

and thus ¢(2%) = 2¢ — 201 = 2a=1,
Exercise 1: Suppose p and ¢ are different primes. Explain why
{k:1 <k < pq,ged(k,pg) =1} = {1,2,3,...pq} — ({p.2p,3p,....(¢ — )p} U{q, 2¢,3q, ..., (p — 1)q} U {pa}).

Use this result to find ¢(pg). Check your result for ¢(15).



2.2 An Isomorphism between Z; x Z; and Z, , for p,q different primes

If n is a natural number, Z} is the group defined on the set {k:1 < k < n,gcd(k,n) = 1} by the operation
“multiplication modulo n”. The order of this group is ¢(n). As a result of your answer from Exercise 1, you
should have seen that Z3 x Z; and Zy, both have order (p — 1)(¢ — 1). In fact, as will be shown from the
next exercise, these two groups are isomorphic!

Exercise 2: Let p and ¢ be different prime numbers. Let k1 be an integer such that k¢ =1 (mod p)
and kop=1 (mod q).

a) Suppose a and b are integers such that p|(a — b), show ag = bg (mod pq). Conclude
(k19)* = (k1g)  (mod pg).

b) Show (k2p)? = (kop) (mod pq).

¢) Show, for a1, as, b1, bs integers,
(a1k1g + bikap)(azkiq + bokap) = (a1a2k1q + bibokop)  (mod pq).

d) Suppose a and b are integers. Show
pql(a —b) if and only if p|(a — b) and g|(a — b).

Conclude
a=b (mod pq) if and only if a=b (mod p) and a =b (mod q).

e) Finally, using part d), show
kig+kep=1 (mod pq)
Proposition: If p and g are different primes, Z; x Z; and Z,, are isomorphic.

Proof: Let f:Z; x Z; — Z,, be defined by

f((a,b)) = (akiq + bkap) mod pq

To see that this map is surjective, let  be an non-negative integer less than pq. Let 1 = (z mod p) and
22 = (z mod g). Then, there are integers mj and ms such that 1 = z + m1p and x2 = 2 4+ maq. Using the
results of Exercise 2,

f((z1,22)) = zikiq+ x2kap
= (z+mup)(kiq) + (x + maq)kap
(zk1q + xkap) (mod pq)
= (x(kiq+xkap)) (mod pq)
= z (mod pq)

Hence, f((x1,22)) = x and f is surjective. Since f is a surjective map between two finite sets with the
same number of elements, f must be injective.
It follows from part ¢) of Exercise 2 that f preserves the operation and thus f is an isomorphism.



Exercise 3. Construct the isomophism between Z3 x ZZ and Zjs; that is described in the previous
proposition and complete the following table

(z1,22) | flz1,22)
1

[ —~|]—~[—~]—~
NN NN =
~— [ = — [ — | == —

2.3 Primitive elements and solving equations

We will eventually show that if p is a prime, then Zj, is a cyclic group. However, for the time being we will
assume this result.

Since Z, is cyclic there is an element a € Z; such that (a) = Z;, with ord(a) = p — 1. Such an element is
called a primitive element modulo p. Now, if y € Z7, there is an integer k such that a® =y. Thus,

ypfl _ (ak)pfl — (apfl)k — 1k -1

)

and we have
Theorem: If y € Z#, where p a prime, then y?~! = 1.
This result can be restated for integers as follows:
Fermat’s Little Theorem:! If y € Z, p is a prime, and ged(y,p) = 1, then y?~' =1 (mod p).
Application: Suppose 7, x, s are integers, p is a prime, and rz = s (mod p), then z = rP~2s  (mod p).
Proof: Multiply both sides of the first equation by 7?~2 and simplify.
Exercise 4: Use the previous result to find a non-negative integer, z, less than 7 with 3z =5 (mod 7).

Fermat’s Little Theorem can also be used to simplify the definition of the function f of section 2.2. We
needed a number k; such that k1¢g =1 (mod p). Multiplying both sides of this equation by ¢?~2 we have
k1 = ¢?=? (mod p). Since any number which satisfies this congruence gives an isomorphism, we can take
k1 = qP~2. In a similar way we find that p9=2 can be taken for ko. Substituting these values into the defining
equation for f gives

f((a;b)) = (ag"" + bp?™") mod pq

2.4 Square roots in Z;, p an odd prime

Theorem: Let p be an odd prime, r € Z;. The following are equivalent

i) There is an element x € Z; such that 2 =r.

ii) r= = 1.

1Extra Credit: What theorem is often referred to as Fermat’s Big Theorem!



Proof: i) = ii) If 22 = r, then
r% = (z2)p771 = ijil =1.
il) = i) Suppose r*z" = 1. Since Z,, is cyclic, there exist a primitive element modulo p, say a, and an
integer k such that a® = r. Thus

Lp=l p—1

a2 =r 2z =1.

Hence, by Theorem 5 on page 107, p — 1, the order of a, divides kp—;l. In particular, £ must be even. Hence
k =2j and o’ is an element whose square is 7.

This result can also be stated for integers as:

Theorem: Let r be an integer which is relatively prime to p, p an odd prime. There is an integer x such
that 22 =r (mod p) if and only if r*= =1 (mod p).

If p is a prime of the form 4k — 1 for some integer k, the following exercise gives a method to find a
“square root modulo p” of an integer which is known to be congruent modulo p to the square of an integer.

Exercise 5. Let p be a prime of the form 4k — 1 for k an integer. Suppose 72> =y (mod p). Show

p+1
4

(y*)*=y (modp).

2.5 Russian peasant multiplication and Fast Exponentiation

Some of you may have studied “Russian peasant multiplication”. For example to multiply 13 by 21 by
this method, first form a table whose first column contains the result of repeatedly dividing 13 by 2 and
discarding the remainder and whose second column contains the result of repeatedly doubling 21.

3 21
42
84
168

=W o =

Now sum the numbers in the right hand column that are in rows in which the first number is odd. That is,
21 4 84 + 168. This sum is 273 which is the result of multiplying 13 by 21. When you look at multiplication
in this manner, it is remarkable to think that the operation is commutative.

This method essentially finds the binary representation of 13 and uses it for the multiplication. In this
example we have

13-21 = (1+4+8)-21
= 21+4-21+8-21
= 21484+ 168 =273

Exercise 6. Use Russian peasant multiplication to find the product of 82 and 136. Check your result by
using a calculator.

The trick of using binary representation can be modified to find the powers of a number. For example,
consider 26'3. Now,
26'% = 267418 = 26 . 26* - 26°

Thus, in order to find the powers of an integer, a, it is only necessary to calculate a?, a*, a®, .... Even

this is difficult by hand, but with a computer it is possible to implement this algorithm to get a method



called “Fast Exponentiation”. Fast exponentiation is particularly useful for finding the powers of a number
in modular arithmetic. Suppose we wish to find 26'2 mod 7. It is a simple matter to compute the following

26 = 5 (modT7)
26> 52=25=4 (mod 7)
26 42=16=2 (mod7)
268 22=4 (mod 7)

Hence, 263 =5.2-4=5 (mod 7).
I have included an implementation of fast exponentiation in the lab files. When this command is read
in, you can find a* mod n by entering FastExp(a, k, n).

2.5.1 A little group theory
Exercise 7. If g € G, h € H, and (r,s) € G x H are such that g2 = r and h? = s, then (g,h)? = (r,s). 2

2.6 Finding square roots in modular arithmetic

We can now find the square root of number, modulo pg, where p and g are different primes of the form 4k —1.
That is to say, suppose y = 2 (mod pq) and that we know the value of y. We do not know the value of z,
but we want to find a number 7 such that r2 =y (mod pq). Of course, r and z may be different, but their
squares are congruent modulo pq.

Since p and g are of the form 4k — 1 and since y = z2

(mod p) and y = 2% (mod q), Exercise 5 shows

that ypT+1 is a number whose square is congruent to y modulo p, and y% is a number whose square is
congruent to y modulo g. In the language of group theory, we have found a square root of y mod p in Z;

(it’s ypT+1 mod p) and a square root of y mod ¢ in Ly (it’s y% mod g). We want to know the square root

of y mod pq in Zj,. Tsomorphisms come to the rescue. Since Z; x Z; is isomorphic to Z; and since we have
p+1 qa+

a formula an isomorphism, we know (in the notation of 3.2) that f((y 2 ,yTl)) is an element in Z; whose
square, in Zy, is y.
In terms of integers, we have the following;:

Main Result: If p and ¢ are different primes of the form 4k — 1 and if y and = are integers such that
y=x? (mod pq), then

g+1

(y i ¢ "+y s pT ) =y (mod pg).

Therefore, if z = ypT+1 P+ y%pq_l, then z is a square root, modulo pgq, of .3

3 Signing on to GAP

e To boot Linux, place the Linux boot disk in the floppy drive, press Ctrl, Alt, and Del at the same
time, click on Shutdown on the next window, and click on Shutdown and Restart on the next window.
When the boot process has ended you will see something like

Panther2178 login:

In response to this, enter your username. (You do not need a password for your account the first time
you sign on, but after signing on, you should change your password by issuing the command

2This simple observation is essential in the next section
3Note that z and  do not have to be congruent!



passwd

and proceeding as directed.)

To obtain a copy of the GAP lab for your own use by enter
cp -r /homel/mat3530/1lab3 .

Be sure you type this command exactly as shown including the space between 1ab3 and the period at
the end of the command. This command will copy all of the relevant files to your account. If you need
to return to the lab at a later time to work on this lab, you do not need to get another copy (and you
do not need to log on to the same computer).

To change to the 1ab3 folder of your account enter

cd 1lab3

To start the X Windows environment enter
startx

Eventually you will get a screen with a K in the lower left corner.

To start an XGAP session find the icon on the lower menu which looks like a computer monitor with
an attached screen and single click on it. Once a terminal window appears enter the command

xgap &

at the command line. Note: XGAP and GAP differ only in that XGAP has a graphical user interface.
When the window labelled xgap appears you are ready to go.

To access the on-line help, start another terminal session as before. In the resulting terminal window
enter

netscape &

at the command line. Once Netscape appears, go to the following URL
http://www.uxl.eiu.edu/"cfdmb/gap/htm

This connects you to on-line documentation. You can bounce between the xgap window and the
Netscape window by moving the cursor to the appropriate window and left-clicking.

To keep a copy of your GAP session enter
LogTo("sessionx.gap");

This causes your entire session to be recorded in the file sessionx.gap which you can edit later on.
At the end of the session you can issue the command

LogTo () ;

which stops the logging to the file.



e To use the editor to edit a function in another file, you must first initialize the editor which can be
done by entering

EDITOR := "emacs";

To enter the function in a file, say funct.gap, enter
Edit("funct.gap");

This will start an emacs session. In the emacs section, enter the definition of the function. When
finished, check your typing. Under Files, select Save Buffer and then Exit Emacs. You will leave
emacs and return to GAP. Your function will automatically be read into your GAP session so you can
use it.

e To leave GAP by enter
quit;

e To open a terminal session and edit the file you have created, enter
emacs sessionx.gap &

You can edit the file as desired, adding comments as you wish, and then print out the finished product
and hand it in.

e When you have finished for the day, remove the Linux bootdisk from the disk drive. Move the cursor
to the K in the lower left corner and press the left mouse button. Holding the button down, select
Logout from the resulting menu and then release the button. Eventually you will exit the X Windows
environment, although there may be some intervening windows. After exiting, press the Ctrl-Alt-Del
key combination to reboot.

4 A GAP session to extract square roots

For the remainder of the lab you will need to sign on to GAP.

4.1 Fast exponentiation

First read into your GAP session the definition of FastExp, the function which implements fast exponentia-
tion using

Read("fastexp.gap");
GAP has many functions to deal with primes. To test that a number is a prime, enter
IsPrime(1241);

When you enter this command you should find out that 1241 is not a prime, you can find its factors by
Factors(1241);

To find the smallest prime larger than 1241, enter



NextPrimeInt (1241);

It is possible to verify the statement that a1 =1 (mod p) if p is a prime and ged(a, p) = 1 by entering
commands like

FastExp(221,1248,1249);

The greatest common divisor of two numbers, say 3530 and 2000, can be found by
Gcd (3530,2000) ;

Exercise 8: Verify the statement a?~' =1 (mod p) if p is a prime and ged(a,p) = 1 in 12 cases. Find
three different five digit prime numbers and for each verify the statment for 4 different values of a.

Exercise 9. Find a 5 digit non-prime number, s, and a number b which is relatively prime to s such that
b~ #£1 (mod s). Make sure your example is different from the example of your neighbor.

4.2 Square root extraction

A function SquareRoot is defined in the file sqrt.gap which you should read into your GAP session with
the Read command.

When SquareRoot (y,p,q) is entered with p and ¢ two different prime numbers of the form 4k — 1 and
y relatively prime to pq, SquareRoot(y,p,q)

yPTD/Agp=1 4 (et 1)/4pa=1 164 pg.

is returned.

Exercise 10. Enter SquareRoot(4,7,11) and see what surprising result occurs. Explain what happens
and find the four different numbers between 1 and 77 which satisfy the equation 22 =4 (mod 77).

For the next exercise, you will need to find the next prime after a certain number which is of the form
4k — 1. This can be done easily in GAP. For example to find the next prime after 135 enter

NextPrimeInt (135);

It would be possible to divide the result (137) by 4 and find the remainder by hand or by calculator, but
GAP will do the work for you. If the next line you enter is

last mod 4;

you will get the result of 1, indicating that the last result (137) is congruent to 1 modulo 4. Hence 137 is
not of the form 4k — 1. It is necessary to try again. If you next enter

NextPrimeInt(last2 + 1);

you will get the next prime after the next to last result plus 1, i.e the next prime after 138. This can be
tested to see if it is of the form 4k — 1 and the process can be repeated if necessary.

It will also be necessary to know if a given number, y, is a square modulo pg where p and ¢ are odd
primes, without knowing a square root of it. This is easy to determine using fast exponentiation since a
number is a square modulo pgq if and only if it is a square modulo p and a square modulo ¢ and we have a
test to determine if a number is a square modulo an odd prime.



Exercise 11. Let p be the next prime after 10° which is of the form 4k — 1 and ¢ to be the next prime
after 10° + 50 which is of the form 4k — 1. Let y be the number formed from the last 5 digits of one of the
social numbers of the people in your group. Let = be the smallest number larger than or equal to y which is
a square modulo pg, i.e. the smallest number, z, larger than or equal to y such that z(®=1)/2 = (mod p)
and z(9"1/2 =1 (mod ¢). Find a number r such that > = 2 (mod pq). Verify that r> =z (mod pq)
by direct computation (using GAP).

You can do a tremendous amount of typing in this last exercise, but if you use last, last2, and the
“up-arrow” key, the amount of typing can be reduced significantly.

Exercise 12. Ask Dr. Andrews what extraction of square roots modulo pq has to do with zero-knowledge
proofs.

5 What To Hand In

You are to hand in a completed, printed, edited copy of your work in this lab as well as written solutions to
the the exercises in this lab which do not involve GAP. This is due Thursday, March 23.. Papers handed in
at least a class meeting early can be revised.

6 Appendix: GAP implementations

FastExp := function(a, k, p)
local product, power, sqr;

product := 1;

power := k;

sqr := a;

while (power > 0) do

if (power mod 2 = 1) then
product := sqr * product mod p;

fi;
Sqr := sqr * sqr mod p;
power := Int(power/2);

od;
return product;
end;

SquareRoot := function(y,P,Q)
local terml, term2, result;
if ((P mod 4 = 1) or (Q mod 4 = 1)) then
Print ("Primes must be of the form 4k-1, \n");
return;
fi;
terml := (FastExp(y, (P+1)/4,P*Q) * FastExp(Q,P-1,P*Q)) mod (PxQ);
term2 := (FastExp(y, (Q+1)/4,P*Q) * FastExp(P,Q-1,P*Q)) mod (PxQ);
result := ((termi+term2) mod (P*Q));
return result;
end;



